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ABSTRACT
In this paper, we propose a statistical test to discriminate between
original and forged regions in JPEG images, under the hypothesis
that the former are doubly compressed while the latter are singly
compressed. New probability models for the DCT coefﬁcients of
singly and doubly compressed regions are proposed, together with
a reliable method for estimating the primary quantization factor in
the case of double compression. Based on such models, the probability for each DCT block to be forged is derived. Experimental
results demonstrate a better discriminating behavior with respect to
previously proposed methods.
Index Terms— multimedia forensics, JPEG artifacts, Bayesian
inference, forgery localization
1. INTRODUCTION
The large amount of digital images spreading everywhere and the
ease of use of commercial image processing tools, make the diffusion of fake contents through the digital net increasing and worrying.
An image resulting from the splicing of different photos conveys information distant from the original event captured by the original
source: the information conveyed by the tampered image is fake
and inﬂuences the opinion of viewers believing the credibility of the
image they are watching. Such a problem has important effects in
several ﬁelds in which the credibility of images should be veriﬁed
before using them as sources of information, for example insurance,
law and order, journalism, medical applications.
During the last years many image forensic algorithms have been
proposed for exposing digital forgeries by means of different approaches based on the analysis of statistical and geometrical features, JPEG quantization artifacts, interpolation effects, demosaicing
traces, feature inconsistencies, etc. [1]. Even thought such forensic tools seem to be helpful for the veriﬁcation of image integrity,
on the other hand their application in real scenarios has not been
properly validated yet. In fact, most of the approaches proposed so
far look for the presence/absence of some characteristics within a
given region and rely on the hypothesis to know the right location
of the forgery area. This issue should be carefully considered when
forensic techniques are applied in practical cases, where images are
provided without any a-priori information.
Since a large amount of images today is compressed in JPEG
format, several forensics tools have explored the DCT coefﬁcient
characteristics for revealing some incoherence within the image [2]
[3], but even in this case the local tampering detection remains an
open issue. Some attempt has been done in such a direction, e.g. in
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[4] authors propose an algorithm for the detection of image regions
that have been transplanted from another image and in [5] authors
presented a method for the automatic localization of tampered regions in JPEG images, with a ﬁne-grained scale of 8 × 8 blocks.
It is the aim of this paper to move one step more in this direction,
by proposing an improved version of [5], where authors compute a
probability map (described in Section 2) to differentiate tampered
and unchanged regions. The model used to build the map has some
main limitations that will be deeply analyzed and overcome by the
new approach (Section 3), thus leading to a signiﬁcant improvement
of the accuracy of the probability map estimation and consequently
of the algorithm performance, as shown in Section 4.
2. PREVIOUS WORK
In many scenarios, an original JPEG image, after some localized
forgery, is saved again in JPEG format without resizing. Hence,
DCT coefﬁcients of unmodiﬁed areas will undergo a double JPEG
compression thus exhibiting double quantization (DQ) artifacts,
while DCT coefﬁcients of forged areas will result from a single
compression and will likely present no artifacts. In the following,
we will refer to this scenario as the single compression forgery
(SCF) hypothesis. In [5], it is ﬁrstly proposed to use the statistics of
DCT coefﬁcients of doubly compressed JPEG images to discriminate between tampered and original areas under the SCF hypothesis.
The idea is to use Bayesian inference to assign to each DCT coefﬁcient a probability of being doubly quantized. Such probabilities,
accumulated over each 8 × 8 block, will provide a DQ probability
map allowing us to tell original areas (high DQ probability) from
tampered areas (low DQ probability).
Bayesian inference is based on the probability distribution of
DCT coefﬁcients conditional to the hypothesis of being tampered,
i.e., p(x|Hb ), where x is the value of the DCT coefﬁcient and H0
(H1 ) indicates the hypothesis of being tampered (original). In [5],
such conditional probabilities are derived by observing that the histogram of the DCT coefﬁcients having same position within a 8 × 8
block exhibits a periodic pattern after double quantization. Namely,
the number of bins of the original histogram that are mapped in the
bin corresponding to the value x in a DQ histogram are given by:
n(x) = R(x) − L(x)

(1)





Q2
where L(x) = Q1
x − 12 − 12 , R(x) =
Q1




Q2
Q1
x + 12 + 12 , Q1 , Q2 are the quantization steps used
Q1

in the ﬁrst and second compression, respectively, and n(x) is a
periodic function, with period P = Q1 / gcd(Q1 , Q2 ). Once P has
been estimated from the histogram of the DCT coefﬁcients (see [5]
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for details) the authors of [5] propose to estimate the conditional
probabilities as
(2)
p(x|H0 ) = 1/P
and

P −1

p(x|H1 ) = h(x)/

h(x/P P + k)

(3)

k=0

where h is the histogram of the DCT coefﬁcients1 . Under the
hypothesis that the DCT coefﬁcients within a block are mutually independent and that H0 , H1 are equiprobable, the probability of a
block being tampered can be estimated as
p = p(H0 |x0 , . . . , x63 ) =

i p(xi |H0 )
p(x
|H
i
0) +
i
i p(xi |H1 )

(4)

In [5], some features extracted from the probability map given by
(4) are fed to a classiﬁer in order to automatically detect whether the
image is tampered or not.
3. PROPOSED DCT COEFFICIENT ANALYSIS
A limitation of the above described method is that the conditional
probability p(x|H1 ) is estimated according to the observed histogram of x. In the case of a tampered image, however, such a
histogram will actually be a mixture of p(x|H1 ) and p(x|H0 ).
Hence, for large forgeries we expect the histogram of x to be a poor
estimate of p(x|H1 ).
In order to overcome this limitation, we should be able to separate the two conditional probabilities from the observed mixture. By
assuming that the histogram h0 (x) of the DCT coefﬁcients before
the ﬁrst JPEG compression is available, a better estimate of p(x|H1 )
could be obtained as
p(x|H1 ) =

h0 (u).

(5)

L(x)≤u<R(x)

Unfortunately, (5) is difﬁcult to use in practice, since it would
require a reliable estimate of both h0 (x) and Q1 . Hence, we propose
to introduce the following approximation
1
n(x)

L(x)≤u<R(x)

1
h0 (u) ≈
Q2

h0 (u)  h̃(x)

p(x|H1 ) = n(x) · h̃(x), x = 0.

(6)
where L (x) = Q2 x − Q22 and R (x) = Q2 x + Q22 . The above
approximation holds whenever n(x) > 0 and the histogram of the
original DCT coefﬁcient is locally uniform. In practice, we found
that for moderate values of Q2 this is usually true, except for the
center bin (x = 0) of the AC coefﬁcients, which have a Laplacianlike distribution. Note that the right hand side of (6) is obtained
by resampling h0 (x) with step Q2 , i.e., h̃(x) can be viewed as the
histogram of the DCT coefﬁcients after a single compression with
quantization step Q2 . A simple technique for estimating h̃(x) is to
consider the DCT coefﬁcients obtained by recompressing with the
second quantization matrix a slightly cropped version of the tampered image [6].
According to the SCF hypothesis, we can estimate the conditional probabilities as
(7)

1 Note that the above probabilities are also conditional to x belonging to a
speciﬁc period of the histogram.
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(8)

Based on the above equations, the probability of a block being tampered can be simply estimated as

p = 1/
ni (xi ) + 1
(9)
i|xi =0

where ni (xi ) indicates the function n(x) related to the ith DCT coefﬁcient within a block. Note that since both (7) and (8) may not
be accurate when x = 0, the actual computation of the probability map does not take into account DCT coefﬁcients equal to zero.
Moreover, due to the fact that most of DCT coefﬁcients are zero at
high frequencies, only the ﬁrst low frequency coefﬁcients are used
in practice.
3.1. Estimation of Q1
As can be seen, in order to compute the probability map with (9)
we need a reliable estimate of the quantization table used by the ﬁrst
JPEG compression. A method for estimating Q1 in doubly compressed JPEG images is proposed in [6]. Unfortunately, the method
in [6] does not take into account the fact that under the SCF hypothesis the observed histogram of the DCT coefﬁcients is a mixture.
Hence we propose a simple yet effective method, partly inspired by
[6], to cope with the mixture model. If we assume that the DCT
coefﬁcients of the tampered and original areas have similar distributions, then the probability distribution of the observed coefﬁcients
for x = 0 can be modeled as
p(x; Q1 , α) = α · n(x; Q1 ) · h̃(x) + (1 − α) · h̃(x)

(10)

where α is the mixture parameter and we have highlighted the dependence of both p(x) and n(x) from Q1 . Based on the above model,
the actual value of Q1 can be estimated as
[h(x) − p(x; Q1 , αopt )]2

Q̂1 = arg min
Q1

(11)

x=0

where, for each Q1 , αopt is the optimal mixture parameter in the
least square sense and is given by


L (x)≤u<R (x)

p(x|H0 ) = h̃(x)

and

αopt = −

x=0

h̃(x)[n(x; Q1 ) − 1] · [h̃(x) − h(x)]
.

2
2
x=0 h̃(x) [n(x; Q1 ) − 1]

(12)

Since Q1 is a discrete parameter with a limited set of possible
values, the minimization in (11) can be solved iteratively by trying
every possible Q1 and using the corresponding αopt . In order to
estimate the complete quantization matrix, the above minimization
problem is separately solved for each of the 64 DCT coefﬁcients
within a block.
3.2. Effects of Rounding and Truncation Errors
After the ﬁrst JPEG compression, pixel values are usually rounded to
the nearest integer and truncated to eight bit values. This introduces
rounding and truncation (R/T) errors between successive JPEG compressions, which are not taken into account by the function n(x) as
deﬁned in (1). This fact may introduce severe inaccuracies in the
estimation of the probability map. For example, when Q2 < Q1 the
function n(x) is zero for some values of x. If a single DCT coefﬁcient in a block assumes one of these values, according to (9) the

block is assigned a probability equal to one of being tampered. However, due to R/T errors, even DCT coefﬁcients belonging to original
areas may assume values for which n(x) = 0, causing a large number of false alarms.
In order to overcome the above problems, we propose to use a
slightly modiﬁed version of n(x). Even if the exact behavior of a
DQ histogram affected by R/T errors is difﬁcult to model, we can
assume that R/T errors will cause every bin of h0 (x) to spread over
the adjacent bins proportionally to σe , where σe is the standard deviation of the R/T error. Hence, after quantization by Q2 , such a
spread will be proportional to σe /Q2 . As a ﬁrst approximation, this
can be modeled by convolving n(x) with a kernel having standard
deviation σe /Q2 . According to this model, (9) and (10) are modiﬁed
by replacing n(x) with
n (x) = n(x) ∗ g(x)

QF1

of DC coefﬁcients n(x)mustbe conveniently
by re modiﬁed

Q2
b
1
1
deﬁning L(x) = Q1
x
−
−
,
R(x)
=
−
Q2
2
2


 Q1 
Q2
Q1
x − Qb2 + 12
+ 12 .
Q1
The exact values of both σe and b should be computed on the ﬁrst
compressed image, which is not available together with the tampered
one. However, we found that in practice they can be well approximated by measuring the R/T error on the tampered image.
4. PERFORMANCE ANALYSIS

In this section we ﬁrstly describe the experimental methodology
we followed in order to evaluate the performance of the improved
forgery detector and to provide a proper comparison with the previous one; then, we show the experimental results coming from such
an analysis.
The image dataset used for testing the algorithms is composed
by 100 non-compressed TIFF images, having heterogeneous contents, coming from three different digital cameras (namely Nikon
D90, Canon EOS 450D, Canon EOS 5D) and each acquired at its
highest resolution; the central portion of size 1024 × 1024 is then
extracted from each image to form the original dataset. Starting
from this, we create the corresponding manipulated images following the SCF hypothesis. Namely, each original image is JPEG compressed with a given quality factor QF1 (using the Matlab function
imwrite); the central portion of size 256 × 256 is then replaced
with the corresponding area from the original TIFF image; ﬁnally,
the overall “manipulated” image is JPEG compressed (again with
Matlab) with another given quality factor QF2 . In this way, the image will result doubly compressed everywhere, except in the central
region where it is supposed to be forged. Both QF1 and QF2 are
taken from the set [50, 60, . . . 100] achieving 36 possible combinations of (QF1 , QF2 ) for each of the 100 tampered images.
The selection of a proper performance metric is fundamental at
this stage. Both the considered algorithms provide as output, for
each analyzed image, a probability map that represents the probability of each 8 × 8 block to be forged (i.e. for each 1024 × 1024
image a 128 × 128 probability map is given). After a thresholding
step, a binary detection map is achieved, that locates which are the
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60
0.60
0.50
0.51
0.49
0.50
0.50

QF2
70
80
0.83 0.94
0.67 0.86
0.50 0.81
0.52 0.51
0.51 0.50
0.50 0.51

90
0.98
0.98
0.98
0.95
0.51
0.51

100
0.99
0.98
0.99
0.99
0.99
0.52

Table 1. AUC achieved by the algorithm in [5].

(13)

where g(x) is a Gaussian kernel having standard deviation σe /Q2 .
Besides these effects, truncation often introduces a bias on
R/T errors, which will affect the statistics of DC coefﬁcients.
If the bias is equal to b, the relationship between the unquantized DC coefﬁcient
u and the doubly
DC coefﬁcient

 quantized
u
1
x becomes x =
Q1 + b Q2 . Hence, in the case
Q1

50
60
70
80
90
100

50
0.50
0.49
0.50
0.51
0.50
0.50

QF1

50
60
70
80
90
100

50
0.50
0.78
0.77
0.69
0.58
0.50

60
0.90
0.50
0.83
0.81
0.63
0.50

QF2
70
80
1.00 1.00
0.95 1.00
0.49 1.00
0.85 0.49
0.70 0.78
0.50 0.50

90
0.99
0.99
0.99
0.99
0.50
0.50

100
0.99
0.99
0.99
0.99
0.99
0.50

Table 2. AUC achieved by the proposed algorithm.

blocks detected as tampered. We now assume to know for each analyzed image the position of forged areas; since in our experimental
tests a central 256 × 256 region is modiﬁed to be singly compressed,
it is possible to associate to any manipulated image a corresponding 128 × 128 binary mask whose 32 × 32 central portion indicates
forged blocks. A comparison between the algorithm output detection
map and the known tampering mask will allow to estimate the error
rates of the forensic schemes, measured as false alarm probability
Pf a and missed detection probability Pmd . These two probabilities can be computed by measuring the following parameters: nNMF :
number blocks not manipulated, but detected as forged; nMNF : number of blocks manipulated, but not detected as forged; nI : number
of blocks in the image (16384 in our tests); nM : number of manipulated blocks (1024 in our tests). Starting from these ﬁgures, the error
probabilities are given by:
Pf a =

nNMF
nI − nM

Pmd =

nMNF
nM

and the correct detection probability is: Pd = 1 − Pmd .
For depicting the tradeoff between the correct detection rate Pd
and the false alarm rate Pf a we refer to the receiver operating characteristic (ROC) curve and consider it as an appropriate means for
measuring the performances of the forgery detector. In particular,
since the ROC curve is a two dimensional plot of Pd versus Pf a as
the decision threshold of the detector is varied, we adopt the area
under the ROC curve (AUC) in order to summarize the performance
with a unique scalar value representing the general behavior of the
detector. It is known that AUC should assume values between 0.5
and 1 for realistic and effective (i.e. no random) detectors.
In practice, we moved the decision threshold from 0 to 1 with
step 0.01 and for achieving the AUC corresponding to any combination of (QF1 , QF2 ) we averaged the results of Pf a and Pd computed on all the 100 tampered images. The values for AUC achieved
by the algorithm in [5] and by the improved method are shown in
Tables 1 and 2 respectively. The best results for each combination
(QF1 , QF2 ) are highlighted in bold and demonstrate that the new
probability map has an improved accuracy that helps in discriminating forged and unchanged regions. In particular, the proposed

(a)

(b)

(c)

Fig. 1. Application to realistic forgeries: (a) images under analysis; (b) probability maps of [5]; (c) probability maps of the proposed
algorithm. Red/blue areas correspond to high/low probability of being tampered. The proposed algorithm clearly shows an elongated area
(above) and a rectangular region (below) having a high probability of being tampered, which are not visible in the maps of [5].
method is able to reveal tampering even if QF2 < QF1 , which often occurs in practical cases.
The algorithm has also been tested on a set of images representing realistic cases of forgery; in Figure 1 two examples of suspected
images are shown: our probability map clearly reveals an area where
a third person could have been removed and a rectangular region that
can have been pasted from another image, whereas the probability
maps of the previous method only provide information strongly dependent on the image content.
5. CONCLUDING REMARKS
In this paper, we presented an improved statistical test to discriminate between forged and original areas in JPEG images. The proposed test is based on the hypothesis that original areas will undergo
a double compression while forged areas will only have single compression. New models for the probability distributions of DCT coefﬁcients in the case of single and double compression are proposed,
from which the probability for each 8 × 8 DCT block to be forged is
derived. The validity of the improved system has been demonstrated
by computing the ROC for the forgery detector based on thresholding the probability map. The AUC values obtained for different
combinations of (QF1 , QF2 ) have been compared with a previously
proposed method [5], showing a better discriminating performance,
especially when QF2 < QF1 . Results are also conﬁrmed by tests
carried on realistic forgeries. Future research will focus on the auto-
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matic interpretation of the probability map, as well as on the combination of such a result with the output of other multimedia forensics
tools.
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